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is the Average Security
52 Score across 43,000
businesses using LastPass.



EXPLORE THE DATA

Organizations over 500 people

face challenges in improving
password hygiene.
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EXPLORE THE DATA

Top Security Score
by Company Size

88

Is an exceptional security
score for a large company.
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EXPLORE THE DATA

53

Technology is the industry with the

highest average security score.
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52

is the average
global security score.
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EXPLORE THE DATA

100

is a perfect
security score.
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EXPLORE THE DATA

Average Password Strength

Score by Company Size

Number of
Employees

10,001+ 48

1,001 - 10,000 49
501-1,000 49
101 - 500 50
26-100 5]
1-25 53

o) 10 20 30 40 50 60 /0 80 90 100

Security Strength



EXPLORE THE DATA

Number of
Employees

10,001+

1,001 -10,000
501-1,000
101-500
26-100
1-25

0

10

20

Top Password Strength Score

30

by Company Size
97
100
100
100
100
100
40 50 60 70 80 90 100

Security Strength

14



EXPLORE THE DATA

18



EXPLORE THE DATA

16



EXPLORE THE DATA

Months

<24

12-14

9-12

6-9

3-6

1-3

>3

0

Average Security Score
Over Time

43
4]
39

39

37

35

26
10 20 30 40 50 60 /70

Security Score

80

90

100

17



Breakdown by Company Size for Businesses

Using Multifactor Authentication
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Breakdown by Industry for Companies
Using Multifactor Authentication
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Breakdown by Country for Companies
Using Multifactor Authentication

1%
France
1%
New Zealand
2%
Sweden
3%
Germany
5%
Netherlands
6%
Canada

6%
Australia

10%
United Kingdom

1%
Switzerland
1%
Denmark
1% 1% 0%
Belgium Spain Italy

63%
United States

20



passwords are shared by
the average employee.




2017

Adobe.com

ADP.com
Amazon.com
Americanexpress.com
Apple.com

Atlassian.com

Chase.com

Dropbox.com

Facebook.com
GitHub.com
Godaddy.com
Google.com
Instagram.com
Intuit.com
LinkedIn.com
Live.com
Mailchimp.com

Microsoftonline.com

PayPal.com
Salesforce.com
Slack.com
Trello.com

Twitter.com

Zendesk.com

TOP 30 SITES

Losing popularity

Gaining popularity

2018

Adobe.com

ADP.com
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Zoom.us
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of the top 30 domains
employees use are also
popular consumer apps.

o of people do not create
5 0 different passwords for
o personal and work accounts.
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TAKE ACTION

Deploy a business password manager.

Create (and execute) an adoption plan.

Monitor progress with reporting tools.

Use this report to create your own benchmark and measure progress over
time. Periodic readouts, targeted follow-ups to struggling employees and
ongoing training will ensure success. By embracing a new approach to
password management, any business can achieve the strong password

security they know is important.
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